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Over the past decade, wearable activity trackers (WATs) have become increasingly popular. However, despite

many research studies in different fields (such as psychology, health, and design), few have sought to jointly

examine the critical aspects of utility (i.e., benefits brought by these devices), privacy, and security (i.e., risks

and vulnerabilities associated with them). To fill this gap, we reviewed 236 studies that researched the benefits

of using WATs, the implications for the privacy of users of WATs, and the security vulnerabilities of these

devices. Our survey revealed that these devices expose users to several threats. For example, WAT data can be

mined to infer private information, such as the personality traits of the user. Whereas many works propose

empirical findings about users’ privacy perceptions and their behaviors in relation to privacy, we found

relatively few studies researching technologies to better protect users’ privacy with these devices. This survey

contributes to systematizing knowledge on the utility, privacy, and security of WATs, shedding light on the

state-of-the-art approaches with these devices, and discussing open research opportunities.

CCS Concepts: • Human-centered computing→ Ubiquitous and mobile computing; • Security and
privacy→ Human and societal aspects of security and privacy; Systems security; Network security.
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1 INTRODUCTION
Wearable Activity Trackers (WATs) are smart devices that record human activity data. They often

exist in the form of wrist-worn bracelets and watches, such as fitness trackers and smartwatches.
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WATs are becoming extremely popular. In 2020, the market was estimated to be36”3 billion USD,
and it is projected to grow to114”4 billion USD by 2028.1 Due to high sales and market penetration,
many WAT devices, brands, and service providers (SPs), such as the Apple Watch, Fitbit, and
Garmin, have become household names.

There has been extensive research on WATs. Researchers studied WATs from di�erent perspec-
tives, such as design [187], psychology and behavior change [133], health [194], rehabilitation [97],
reliability and accuracy [53], security and privacy [153], usability [159], and sensing technol-
ogy [217]. Three very important aspects of WATs are utility, privacy, and security. Like any other
technology, WATs have bene�ts but also expose users to risks. On the one hand, they can empower
users to become more self-conscious and improve their well-being. On the other hand, due to the
sensitive nature of the data they collect, they can also endanger users' privacy. These bene�ts
and risks are also related to how usersperceivethe utility and privacy of their WATs. Utility and
privacy are interwoven concepts. According to the privacy calculus theory [17, 137], before using
technology, users usually perform risk-bene�t analyses and consider the trade-o�s between them.
It is also essential to not overlook the critical dimension of security, as it plays a pivotal role in mit-
igating risks where the data collected by WATs must be protected from unauthorized access. In this
survey, we provide knowledge on the bene�ts WATs provide, the users' perception of them, and the
associated security and privacy risks. For additional relevant topics, we cover existing regulations
for the protection of users, security vulnerabilities of WATs, and the existing privacy-enhancing
solutions. The contributions of this survey are threefold:

� We discover the main privacy issues that stem from using WATs.
� We shed light on the utility aspects of WATs; they have implications for privacy and security.
� We review the WATs' potential security vulnerabilities, attacks on WATs, and the existing

countermeasures.

1.1 Novelty Statement

Numerous literature surveys related to WATs�and wearables in general�have been published. Ta-
ble 1 summarizes these surveys. Several surveys provide valuable insights and in-depth knowledge,
from di�erent perspectives, about wearables. For example, they review applications of wearables
for healthcare [110, 177, 256], rehabilitation [181], occupational safety [179, 232], and activity
recognition [130]. They also review the reliability [81], adoption [117], privacy [52, 206], and
security [56, 216, 223] of wearables. However, these surveys cover various types of IoT devices and
wearables (e.g., eye-worn glasses, EEG devices) that are not speci�cally designed to track physical
activity, thus making it di�cult to determine which �ndings are speci�c to WATs. The present
survey focuses solely on WATs in order to reveal related �ndings and research gaps that are speci�c
to WATs.

Whereas previous surveys on WATs focused on utility [220], reliability [ 68, 127], quality [213],
and WATs' e�ectiveness for behavior change [231], the present survey takes aholisticapproach by
integratingutility , privacy, andsecurityaspects. This is important for three reasons: (i) Research
on WATs ismultifaceted, as these devices serve practical purposes by collecting personal data
and exposing users to privacy threats. The comprehensive approach provided by this survey
ensures that readers gain a well-rounded understanding of the bene�ts and perils of using these
devices; (ii) Utility, privacy, and security are inherentlyintertwined, where challenges in one domain
inevitably a�ect the others. The well-documented trade-o� between utility and privacy further
illustrates this connection [17, 137]. Also, privacy threats identi�ed for WATs are necessarily

1https://www.fortunebusinessinsights.com/�tness-tracker-market-103358, last accessed: Feb. 2024.
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Table 1. The summary of the published surveys about the utility, privacy, and security of WATs and generic
wearables.

Device Aspect
Surveys Wearablesy WATs Utility Privacy Security Year ”

Pantelopoulos and Bourbakis [177] X - 2009
Patel et al. [181] X - 2012
Lara and Labrador [130] X - 2012
Evenson et al. [68] - X 2015
Iqbal et al. [110] X - 2016
Kolla et al. [127] - X 2016
Kalantari [117] X - 2017
Seneviratne et al. [216] X - 2017
Shrestha and Saxena [223] X - 2017
Sullivan and Lachman [231] - X 2017
Georgiou et al. [81] X - 2018
Datta et al. [52] X - 2018
Saa et al. [206] X - 2018
D'Mello et al. [56] X - 2018
Wu and Luo [256] X - 2019
Shin et al. [220]z - X 2019
Schiller et al. [213] - X 2020
Svertoka et al. [232] X - 2021
Pasquale et al. [179] X - 2022
! This Survey - X 2024

, , , and show roughly the extent to which each survey covered each domain, indicating:Not Covered;
Minimally Covered; Moderately Covered; and Mostly Covered. y These papers cover a wide range of wearable

devices, such as head-mounted displays, biosensor systems, smart glasses, smart watches, fitness trackers, vital signs
monitors, industrial wearables, smart fabrics, EEG devices, and other physiological sensors.z Shin et al. [220]presents a
comprehensive survey about WAT utility for papers published between 2013 and 2017. However, their focus on privacy is
limited, with only half a page devoted to 29 privacy-related papers. This paper does not cover security, nor does it discuss
the tradeo�s between utility and privacy.

connected to the security measures implemented by SPs. Our integrated approach o�ers valuable
insights into three cardinal dimensions of WAT research; (iii) The holistic approach also allowed
us to draw a research agenda for WATs by identifying six research gaps that researchers might
explore next.

Finally, many research articles on WATs have been published in the past �ve years but were not
considered in past surveys of wearable technology. Given the speed at which new technologies
in WATs emerge and advancements in sensor technologies (e.g., oximeter sensors added after
COVID-19), updating the survey on WATs research was necessary.

1.2 Survey Method

Figure 1 summarizes our methodology. We conducted a systematic literature review following
Kitchenham et al. [126]'s assessment criteria (e.g., inclusion/exclusion criteria, comprehensive
literature search). To identify relevant papers, we crafted a set of search strings that encompassed
the key terms related to our research focus:[�physical activity data� or ��tness data� or ��tness
tracking� or �wearable activity tracking�or �physical activity tracker� or ��tness tracker� or �wearable
activity tracker�] and [�utility� or �privacy� or �security� or �perception� or �understanding�or �experience�
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or �expectation�or �sharing�] and [�system� or �device� or �application� or �app� or �service� or �bracelet�
or �wrist-worn�]. We chose these speci�c keywords, according to previous surveys [220, 223], to
ensure a comprehensive search and to enable us to capture a wide range of relevant literature
while excluding studies that do not directly contribute to our inquiry. For example, we include
`physical activity data' and `�tness data', as they are directly related to the topic of WATs. Also,
we used `�tness tracker' and `wearable activity tracker', as they were interchangeably used in
the literature to refer to WATs. We also used terms such as `bracelet' and `app', as they uncover
studies related to the physical form factor of WATs or other entities in the WAT ecosystem. We
searched in ACM DL, IEEE Xplore, AIS library, USENIX, PoPETs, Science Direct, and Springer
Link. We used Google Scholar to include papers from other databases and publishers (e.g., Taylor &
Francis). To update our paper database during the review process, we also kept track of the most
recent and relevant published proceedings (e.g., IMWUT). We identi�ed 688 papers (after removing
duplicates). After retrieving the full articles, we excluded the papers that (i) are not written in
English, (ii) were published in 2012 or earlier, or (iii) are not peer-reviewed (e.g., position papers,
letters, editorials, prefaces, article summaries, theses, patents, or books). We included only the
papers that met both of the following criteria: (i) They are about WATs and/or have implications for
WATs, and (ii) have direct relevance to the utility, privacy, and/or security of WATs. The �rst author
applied the inclusion and exclusion criteria and later con�rmed them with the second and third
authors. Out of 688 papers, 236 were selected to be reviewed (including two papers we added after
the �rst survey submission).2 Three authors summarized the papers' context, methodology, and
�ndings. The reviews were discussed in weekly meetings. To synthesize the �ndings, we adhered
to the guidelines provided in the JBI Manual for Evidence Synthesis [13]. First, we reviewed the
summaries of the papers, identifying the common patterns and homogeneity between them. Then
we highlighted aspects of heterogeneity and diversity with regard to their �ndings.

1.3 Survey Structure

The remainder of the survey is organized as follows. In Section 2, we de�ne WATs and explain
their ecosystem. In Section 3, we discuss several aspects of WATs' utility, such as their core bene�ts
and di�erent usage patterns, including social usage and data sharing. In Section 4, we �rst discuss
the risks of WATs for users' privacy and the main �ndings about users' awareness, attitudes, and
behaviors. We review WATs' privacy policies, the existing regulations for protecting users, and
the ethical aspects of using WATs for research or health campaigns. In Section 5, we discuss how
utility, privacy, and security are intertwined and how users make trade-o�s among these aspects.
In Section 6, we review di�erent types of attacks and security vulnerabilities related to WATs. In
both Section 4 and Section 6, we present the existing work as privacy-enhancing technologies
and security countermeasures. In Section 7, we discuss several open issues concerning WATs and
possible opportunities for future research. We conclude the paper in Section 8.

2 WAT DEFINITION AND ECOSYSTEM

There is no consensus about the de�nition of a WAT. However, there are many commonalities
between the various de�nitions. To create a standardized de�nition, we took a philosophical
approach [201] by identifying the essentialandaccidentalproperties of WATs, according to earlier
studies on WATs [23, 106, 186]. To be a WAT, an object needs to have all of the following essential
properties (e) and can also have accidental ones (a):

� e1. It must be worn on the body
� e2. It must have sensors that record physiological/environmental data

2The list of the reviewed papers and their summaries are available on OSF at https://doi.org/10.17605/osf.io/7mkre.
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Fig. 1. Summary of the survey methodology. The full list of search strings are listed in Section 1.2.

� e3. It must be an electronic/digital device
� e4. It can come in various forms (e.g., wrist-worn, strap, clip-on)
� e5. It must provide data analysis that is available to users, without the need for a health

professional
� e6. It must enable users to gain access to actionable information that is derived from the sensor

data
� a1. It can upload data to a server or connected device
� a2. It uses a docking station to sync with a PC or uses WiFi to upload data directly
� a3. It enables users to visualize data in graphical format on a companion app or website
� a4. It enables users to visualize data on the WAT itself
� a5. It can provide immediate feedback
� a6. It can provide general/numerical feedback (after an activity)

The most commonsensorsused in WATs are accelerometers, photoplethysmograms (used for
measuring heart rate and respiration), pulse oximeters (blood oxygenation), gyroscopes, altimeters,
and GPS. The more advanced and recent models tend to include a compass, thermometer, micro-
phone, magnetometer, ambient light sensor, and an electrodermal activity sensor. Therefore, we
consider smartwatches as WATs, even if they o�er more functionalities than some �tness trackers.
We do not consider medical-connected devices (e.g., insulin pumps) and wearable devices with very
speci�c purposes (e.g., connected shoes) as WATs.

The typical WATecosystemis composed of a WAT paired with a connected device (e.g., smart-
phone, tablet) on which a companion app provided by the WAT's service provider (SP) is installed.
The companion app communicates through the Internet with the SP's servers (Figure 2a). The
servers store the users' WAT data and can process raw WAT data and perform various analyt-
ics [113]. The WAT collects data by using di�erent sensors and regularly synchronizes with the
companion app that uses Bluetooth communication (Figure 2b). During this synchronization, the
data is usually uploaded to the SP's servers. The connected device can store recent data, whereas
older data needs to be downloaded from the server (Figure 2c). The connected device can also
send data to the WAT, such as �rmware updates or noti�cations [242]. A user can also permit
third-party applications (TPAs), such as Strava, to access their data (Figure 2d). The TPA requests
data from the SP's server by using a dedicated API or, in some cases, it directly accesses data stored
on the connected device (e.g., through Apple's Health app). The user will then generally be able to

ACM Comput. Surv., Vol. 1, No. 1, Article 1. Publication date: January 2024.



1:6 Salehzadeh Niksirat, et al.

Fig. 2. WAT ecosystem, adapted from Velykoivanenko et al. [242].

access their data by using the TPA's functionalities. The same data-sharing method also works in
reverse, thus permitting the companion app and/or the SP to access the data originally collected by
a TPA [269]. Many existing WATs, such as the Apple Watch3, Fitbit and Garmin match this model.
Users can also access their data by using secondary connected devices (Figure 2e) or on the web
dashboard of their SP (Figure 2f).

3 BENEFITS AND UTILITIES

Research shows that WATs can provide users with a variety of bene�ts:

� Physical Activity (PA). WATs can increase users' motivation to engage in PA [43, 76, 97,
98, 113, 133, 151, 159, 173, 180, 186, 190, 194, 199, 228, 253]. They can help users to increase
PA [43, 76, 97, 98, 143, 171, 174, 194, 199, 221], improve sports performances, and monitor their
performances [180, 186, 196, 253].4 However, the increase in PA might not always be sustained
after the users stop using a WAT [131, 171]. Generally, as WAT use increases, users tend to
perceive more bene�ts [76, 149].

� Health Improvements. WATs can provide the motivation for measurable bene�ts, such as
weight loss for obese patients [76, 194, 253] and can have a positive e�ect on users' perceived
self-e�cacy and health behavior [200].

� Medical Bene�ts. WATs can improve interactions between patients and medical practition-
ers [97, 159] and support patient monitoring [27, 115, 159, 186].

� Social Bene�ts. WATs can facilitate, support, and strengthen users' social bonding [94, 174,
194, 196, 199, 202, 211], and can support collaborative �tness goals [203].

� Sleep Quality. Many WATs provide a sleep-tracking functionality. Users see bene�ts in
having access to their sleep data [197], even if some track their sleep without a speci�c
goal [202]. However, users might have di�culties using such a functionality, due to not
tracking continuously [145, 242], to not trusting the accuracy of the data [186, 197], and/or to
not being able to easily manipulate or interpret the data [145, 197].

� Others. WATs can help users to teach children to be more independent (e.g., via chore re-
minders) [174]. They can also support scienti�c research [199, 243, 262]. Some users simply
use WATs as watches [131, 186, 202] and/or to satisfy their curiosity and design tastes [202].

3Health data collected through Apple devices is end-to-end encrypted and could be accessed through mobile APIs.
4In one study, Gui et al. [94] found that tracking does not increase PA.

ACM Comput. Surv., Vol. 1, No. 1, Article 1. Publication date: January 2024.


	Abstract
	1 Introduction
	1.1 Novelty Statement
	1.2 Survey Method
	1.3 Survey Structure

	2 WAT Definition and Ecosystem
	3 Benefits and Utilities
	3.1 WAT Usage Patterns and Motivations
	3.2 Social Usage and Data Sharing
	3.3 Evolution Over Time
	3.4 Usability and User Experience

	4 Privacy
	4.1 WAT Users Privacy Awareness, Knowledge, Concern, Attitude, and Behavior
	4.2 Privacy Policies, Regulations, and Ethics
	4.3 `Health@Work' or Workplace Surveillance?
	4.4 Privacy-Enhancing Technologies (PETs)

	5 Joint Analysis of Utility and Privacy
	6 WAT Security
	6.1 WAT–Phone Communication
	6.2 Phone–Server Communication and Data Storage
	6.3 Side-Channel Attacks
	6.4 Security Protocols, Countermeasures, and Threat Assessment
	6.5 WAT-Based Authentication for Security

	7 Open Issues and Research Agenda
	8 Conclusion
	Acknowledgments
	References

