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Abstract

With the increasing digitisation of institutions, the demand for
effective cybersecurity measures is rising rapidly. Simultane-
ously, the complexity and volume of cybersecurity tasks are
outpacing the capacity of available practitioners. Leveraging
Al to augment human cybersecurity expertise has the potential
to reduce complexities and cognitive overload. Transparent
and human-understandable insights into Al decisions are not
only demanded by governance authorities, such as the EU,
but also by practitioners themselves when collaborating with
Al in high-risk contexts. We report on a between-subjects
study (N = 139) that investigated the effects of explainable
AI (XAI) explanations on trust, usability, perceived task load,
and collaborative task performance among users with cyberse-
curity domain knowledge in the context of malicious domain
blocking. The provision of explanations in this context did
not foster trust; in fact, users with domain knowledge reported
lower trust after interaction with XAI. Qualitative results sug-
gest that they apply their own decision-making criteria, and
that exposing Al decision boundaries may introduce ambi-
guity and foster mistrust. Although the inclusion of XAI did
not increase perceived task load, it also failed to improve
performance. These findings raise important questions about
the effectiveness of current XAl approaches in knowledge-
centric, decision-making settings and underscore the need for
more context-sensitive, user-aligned explanation strategies in
cybersecurity.

1 Introduction

With the rising threat and costs of cyberattacks, cybersecurity
operations are pivotal for organisations [37,62]. This rising de-
mand is also reflected in an increasing need for cybersecurity
practitioners [66]. However, trained and knowledgeable candi-
dates are scarce. Researchers have suggested that augmenting
existing cybersecurity practitioners with Al capabilities could
improve efficacy, support practitioners, and help address the
workforce gap [27,30,31]. However, in high-risk cybersecu-
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rity scenarios and applications, collaboration with Al raises
concerns regarding transparency and accountability. Gover-
nance authorities, such as the European Union [24], along
with cybersecurity practitioners [58] emphasised the need for
Al transparency for responsible integration into cybersecurity
contexts. It has been proposed that transparency via explain-
able AI (XAI) could support trust building and potentially
improve human-Al joint performance [15]. Simultaneously,
these explanations may support users of Al tools to recognise
when Al errs, and override its recommendation.

While the technical implementation of Al into cybersecu-
rity tasks and contexts has been well-explored, its effective-
ness widely depends on the human factor. Understanding how
factors, such as transparency and the related provision of ex-
planations, impact human-AlI collaboration is crucial for the
deployment of trustworthy, usable, and successful Al tools in
cybersecurity contexts.

Despite the potential benefits of augmenting cybersecurity
tasks with Al tools, prior research has shown that domain-
knowledgeable users (DKU) are prone to falling back to man-
ual control, reflecting tendencies for algorithm aversion. In-
terestingly, explanations increase the trusting intention for
DKUs, suggesting that explainability may support overcom-
ing aversion tendencies [10] and facilitate successful collabo-
ration.

Trust shapes behavioural intention, however, actual reliance
on automated systems, such as Al tools, is also influenced
by contextual factors such as workload, self-confidence, risk,
and time pressure, underscoring the need to consider task load
as an indicator for the task’s mental, physical and temporal
demands alongside measures of trust and reliance [42].

Previous work showed that explanations can increase task
load due to the effort required to interpret them, sometimes
prompting over-reliance on Al to reduce cognitive strain [15],
yet explanations can also mitigate under-reliance for self-
confident users [60]. Research has shown that in the case of
imperfect XAl, expertise influences reliance and performance,
emphasising expertise and domain knowledge as critical mod-
erators [48]. Personal factors beyond domain knowledge



also predict trust, especially in early adoption phases [50],
and perceived usefulness drives reliance among experienced
users [10].

Nevertheless, findings related to performance gains from
explanations are inconsistent, and effects from proxy tasks
may not transfer to real-world settings, stressing the need for
context-specific evaluations of explainability methods [15].

Despite prior findings on the effect of explanations on
DKUs, it remains unclear whether the use of XAl fosters trust
and complementary team performance. Literature on human-
Al collaboration showed contrasting results, with some claim-
ing that explanations can enhance joint performance in human-
Al collaboration [15], whereas others conclude that explana-
tions seldom lead to performance gains [30].

Consequently, the evaluation of trust in this context re-
quires a theoretically founded investigation, entailing trust
in automation and reliance behaviour. Previous research has
found relationships between trust and usability, as well as
performance, trust, and task load. However, the composite of
these variables together remains yet to be studied and may
further explain contradicting results.

Therefore, our research systematically investigates whether,
in the high-risk context of cybersecurity, the provision of ex-
planations for the AI’s decision can support the collaboration
of cybersecurity practitioners and Al. As a use case for our
investigation, we selected the relevant and critical task of mali-
cious domain blocking (MDB) through a two-step evaluation
of various cybersecurity tasks.

This study addresses key gaps in the literature by focusing
on users with domain knowledge and evaluating XAI expla-
nations in a domain-specific cybersecurity classification task.
Building on Lee and See’s theoretical framework of trust in
automation, we examine the holistic effects of XAl on trust,
task load, performance, and usability. We thereby distinguish
between attitudinal trust as expressed through personal re-
ports and opinions, and behavioural reliance as reflected in
the actual use and the decisions taken, supported by the Al
tool.

Through a between-subjects experiment, we investigated
the following four research questions: (RQ1) How does the
use of an XAl tool for malicious domain blocking influence
security-knowledgeable users’ trust in the system and their
reliance behaviour?, (RQ2) How does the integration of
an XAl tool affect the combined performance of security-
knowledgeable users and Al in detecting malicious domains?,
(RQ3) How does the use of an XAl tool for malicious domain
blocking influence security-knowledgeable users’ perceived
task load?, and (RQ4) How does an XAI tool for malicious
domain blocking impact security-knowledgeable users’
perceptions of the tool’s usability?

We found that DKUs who received explanations had lower
trust in automation scores after collaborating, which may stem
from a wider range of discrepancies between the DKUs’ and

the AI’s decision-making. Reliance behaviour, however, re-
mained consistently high, independently of explanations be-
ing provided. Our findings suggest that Al explanations in
this scenario did not offer significant utility, as DKUs were
not able to rectify Al errors better when explanations were
available, and no improvement was noted in the overall perfor-
mance. We contribute to the field in several important ways:
(1) focus on human-AlI collaboration, with knowledgeable
users assessing true and false Al classifications, capturing
real-world decision contexts, (2) distinguish (self-reported)
attitudinal trust from behavioural reliance, and use theoreti-
cally grounded constructs rather than proxy metrics, and (3)
provide an integrated view of how feature importance ex-
planations affect multiple user outcomes and their interplay,
something fragmented or overlooked in previous research.

2 Related Work

This section first introduces and motivates the MDB task. It
then summarises the previous inconclusive findings related
to the effect of explanations on trust, performance, task load,
and perceived usability in human-AlI collaboration.

2.1 Malicious Domain Blocking

Malicious domains represent a significant aspect of cyberat-
tacks, endangering internet users by facilitating the distribu-
tion of malicious services, compromising their security and
privacy [43]. A broad body of research is concerned with
technically detecting such domains [1, 2, 35, 63]; however,
constantly evolving manipulation tactics make it difficult for
technical solutions alone to succeed [3, 4]. Therefore, em-
ploying human expertise alongside Al can be crucial to the
success of detecting malicious domains. Integrating XAl into
cybersecurity-specific tasks is intended to support system
trust and enhance users’ understanding of Al decisions in this
highly critical domain, where transparency and understanding
are essential for mitigating risks and evaluating security deci-
sions [23]. The choice of XAl method is particularly sensitive
in cybersecurity, as inappropriate methods can inadvertently
expose security vulnerabilities. Warnecke et al. [70] evalu-
ated various XAl methods for deep learning in cybersecurity
and identified Integrated Gradients (IG) and Layer-wise Rele-
vance Propagation (LRP) as the most effective across criteria
such as completeness and stability. These methods access
model weights and gradients directly, offering faithful and
security-aligned explanations, making them especially suit-
able for decision-making tasks in cybersecurity.

While technically robust explanations are essential for Al in
cybersecurity, it is equally important to consider how users
perceive and approach the MDB task when using technical
support. Althobaiti et al. [4] evaluated various features of
URLSs and their usefulness for classification of URLSs into ma-
licious or benign for humans or technical systems. Extending



this work, they designed and evaluated a “URL feature report”
for lay users that provided relevant information to partici-
pants by aggregating and highlighting important information
and supported them in improving their MDB capabilities [3].
Further research has explored lay users’ ability to detect mali-
cious or benign URLSs correctly and found that only 75% of
domains were correctly classified [56], while falsely classify-
ing 66.34% as benign, and only 33.66% falsely as malicious.

Although existing work has developed Al tools for MDB,
it has largely focused on lay users, despite such systems often
being used by DKUs. To address this gap, we integrate XAl
to support DKU-AI collaboration in cybersecurity contexts.
Building on prior findings, we adopt an instance-based ex-
planation method suited to the MDB task and empirically
examine how XAl affects DKU performance, trust, task load,
and usability.

2.2 Explanations in Human-AI Decision-
Making

Practitioners across domains, including cybersecurity, have
expressed the need for transparent Al to enhance trust [58,65].
Cultivating appropriate trust can be crucial for technology ac-
ceptance and effective collaboration. In their foundational
model of trust in automation (TiA), Lee and See (2004) de-
fined TiA as “the attitude that an agent will help achieve an
individual’s goals in a situation characterized by uncertainty
and vulnerability” [42, p. 54]. Trust exceeding a system’s
capabilities is referred to as over-trust, and trust falling short
of capabilities and leading to disuse is under-trust [42]. Lee
and See further posit that while trust shapes behavioural inten-
tions, actual reliance is influenced by contextual factors such
as workload, self-confidence, risk, and time pressure [42].
This highlights the need to account for task load alongside
measures of attitudinal trust and behavioural reliance, as they
are inherently intertwined [42]. On the one hand, AI explana-
tions may point users to the relevant parts of the Al decision,
reducing cognitive effort [32]. On the other hand, explanations
can also increase task load by requiring additional analysis
and contextualisation [15,46], causing users to over-rely on
the AI's recommendation to avoid cognitive effort [15].
Domain-oriented arguments are crucial for DKUs’ adherence
to Al advice, as explanations are primarily used to resolve
discrepancies between users’ own judgment and the system’s
recommendation, and to verify Al decisions [6,28].

Users that are familiar with a task tend to base their use of
a system on its perceived usefulness [10], suggesting that
usability is a critical, yet frequently overlooked, factor in
studies of TiA. Related work further shows that perceived
usefulness and ease of use can be pivotal factors of user trust
across contexts [73]. Al explanations have been shown to
reduce under-reliance, with self-confidence serving as a me-
diating factor [60]. However, findings on domain familiarity
are mixed. Higher familiarity resulted in higher than average

trust [59] in one study; yet showed no significant correlation
with trust or performance in another [46]. Even though some
studies report an increase in combined performance when
providing explanations [15,40], others, including systematic
reviews of existing literature, concluded that explanations sel-
dom lead to performance gains [30, 74]. For DKUs, Paleja
et al. [52] found that collaborative performance decreased,
whereas novices showed improved performance on the same
task. This contrast highlights knowledge and familiarity as
influential factors for improved performance in human-Al
collaboration.

Current findings suggest that the effects of XAl on trust, per-
formance, and task load observed in proxy tasks may not
reliably transfer to real-world tasks [15]. This may help ex-
plain contradictory findings while underscoring the need for
context-specific evaluations of XAI methods.

These findings show that research in this domain has not yet
come to a conclusive result regarding whether Al explanations
enhance or reduce trust, affect performance, alter task load, or
interact with usability [15,51,52,59, 61, 69]. These inconsis-
tencies may stem from the use of diverse measurement scales,
variations in study designs, and a lack of theoretical clarity dis-
tinguishing trust from reliance. Some studies examined trust
across different explanation types [15], while others investi-
gated the provision of explanations versus their absence [51].
To address gaps from inconsistent prior findings, the present
study systematically examines how XAI affects DKUs’ trust,
task performance, cognitive workload, and perceived usability
in a real-world cybersecurity decision-making task, explic-
itly involving domain-knowledgeable users rather than lay
participants.

3 Use Case Selection and Technical Prototype
for MDB Task

This section describes the use case selection and technical
development of the prototype used for the experimental task,
integrating technical feasibility and real-world applicability.

Use Case Selection. To identify a relevant and practically
applicable cybersecurity use case, two researchers reviewed
all use cases reported in a literature review on Al in cyberse-
curity [36]. The evaluation considered (a) the feasibility and
usefulness of providing transparency, (b) the independence of
organisational strategy (to avoid DKUs or practitioners having
to act contrary to their usual strategy), and (c) the availability
of data to develop the (X)AI tool. This yielded nine use cases
that were suitable for implementation in both a transparent
and non-transparent condition.

These use cases were then presented to a small group of
cybersecurity experts, who evaluated them based on their rel-
evance (high, medium, or low) and their perceived criticality
(high or low) via a short survey on Qualtrics. Malicious do-



main blocking and phishing detection were assessed as most
critical and relevant. Because decision-making around ma-
licious URLs, specifically allowing or blocking them, is a
common task for DKUs and is also widely examined in phish-
ing research, we selected malicious domain blocking as our
use case due to its broader applicability.

Shallow Neural Network and Integrated Gradients. The
shallow neural network (SNN) that classifies the URLs as
malicious or benign follows Senanayake et al. [63] and was
developed using PyTorch (version 2.4.0) [53], and scikit-learn
(version 1.6.1) [14]. It uses features such as special character
count, and number of name servers. We used IG, an XAl tech-
nique for attributing the prediction of a deep network to its in-
put features [64], following Warnecke et al. [70] as a security-
relevant explainability method with well-maintained PyTorch
implementations, ensuring reproducibility and comparability.
We implemented IG using the Captum library [17]. For a
detailed description of the model, training parameters, and
technical evaluation, see the Zenodo Repository of the MDB
Prototype. To enable the empirical assessment of the tech-
nological prototype, we developed a dashboard that allowed
DKUs to inspect various features of the URLs. The dash-
board design was informed by Althobaiti et al. [3] to ensure
alignment with previously evaluated URL-classification dash-
boards. The dashboard was implemented with a Python back-
end (version 3.11.11) [54] and a React frontend. A detailed
description of the interface is provided in subsection 4.1.

4 Method

The independent variable in this between-subjects design was
whether the Al provided an explanation of the features that
contributed to its recommendation or offered no explanation,
representing a standard opaque baseline. For clarity, we refer
to the explainable condition as XAl and the non-explainable
condition as Al-only throughout the remainder of the paper. In
both conditions, participants were shown the AI’s classifica-
tion for each URL, which we refer to as the Al classification.

Our experiment assessed multiple dimensions of human-Al
interaction through several dependent variables. Performance
reflects the accuracy of the human-Al team, with decisions
considered correct if they matched the ground truth for the
URL. Trust in automation captures participants’ belief that
an Al agent will help achieve their goals under uncertainty
and vulnerability [42], measured using the 19-item Trust in
Automation (TiA) scale [39]. The TiA scale, based on Lee
and See’s model of trust in automation [42], covers perceived
reliability, familiarity, trust, understanding, and developer in-
tentions on a five-point Likert scale. Reliance measures how
frequently participants’ decisions aligned with the AI’s rec-
ommendations, serving as a behavioural component for trust
and complementing the self-reported TiA from the post-task
survey, commonly done in XAI evaluations [38, 40]. Per-
ceived task load reflects participants’ subjective mental effort,

measured using the Rating Scale Mental Effort (RSME) [75],
rated after each task, and the NASA Raw Task Load Index
(NASA-RTLX) [29] (without the physical demand dimension).
Finally, usability of the AI dashboard was measured with the
System Usability Scale (SUS) [13], capturing effectiveness,
efficiency, and satisfaction on a five-point Likert scale [34].
Explanation-specific usability in the XAl condition was ad-
ditionally assessed with the Explanation Satisfaction Scale
(ESS) [33].

The pre-screening and the main study surveys were ad-
ministered using ETH Zurich’s Qualtrics instance [55], and
participants were recruited through the online panel provider
Prolific.

4.1 Procedure

This section describes the pre-screening and main study
procedure for both conditions (illustrated in Figure 1).

Pre-Screening. The study began with a pre-screening (see
OSF Project for details). This enabled targeting DKUs in
cybersecurity, verified through a pre-screening on education,
work experience, and current relation to cybersecurity. The
DKU phrasing aims to reflect participants’ familiarity with
the cybersecurity domain without overstating their expertise
related to the selected MDB task. While some participants
may have been practising cybersecurity professionals, we
adopt this more conservative terminology to ensure that
claims about generalizability remain well-grounded.

12 repetitions

€3
Informed | MPB Task (Alonly) “\ gy ‘
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e MDB Task (XAI) — ESS,
« ) N=172) Strat.

Q
2 repetitions
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Instructions

1

Figure 1: Main study procedure for both the XAl and Al-only
condition.

Informed Consent and Instructions. All participants
received a written explanation of the study and were asked for
their informed consent. Following this, participants received
instructions on the MDB task. Participants were tasked
with deciding whether to allow or block 12 URLs based on
provided information on the dashboard. They were randomly
assigned to either the control (Al-only) or experimental
(XAI) condition and forwarded to the respective version of
the dashboard.

Repeated Tasks. The MDB task asked DKUs to classify
a domain (e.g., http://malicious.domain) as malicious
or benign using the dashboard. Both conditions received dif-
ferent versions of the dashboard. The dashboard structure
consisted of four main components: (A) the Al classification,
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Figure 2: Dashboard screenshot, showing the (A) Al classifi-
cation, (B) Al explanation, (C) data and (D) decision compo-
nent.

(B) the explanation (only shown to the XAI condition), (C)
the data, and (D) the decision components. The components
of the dashboard are shown in Figure 2, and screenshots of
the full dashboards are shown in the OSF project.

The Al classification component (A) contained the analysed

URL as text, and the SNN’s classification of that URL (i.e.,
malicious or non-malicious), colour coded (red or green), de-
pending on the classification.

Below this was the explanation component (B), which was
only shown to the XAI condition. The IG attributions for each
URL were used to dynamically display the three most relevant
features for the SNN'’s classification as cards in the dashboard.
To make the attributions of each feature understandable to the
user, we standardised the outputs of the method. Each card
consisted of the feature name, its value, and a percentage-wise
attribution of that feature to the classification. We also pro-
vided a brief textual explanation of each feature and its typical
behaviour for malicious or non-malicious URLSs, based on re-
cent work [63]. The cards colour intensity varied respective
to their standardised attribution.

The data component (C) was shown to both conditions and
contained the full report of the extracted features from the
URL in a tabular format. Six tables contained clustered infor-
mation: URL string analysis, domain characteristics and struc-
ture, DNS and network information, encryption and HTTP
response, webpage content and structure, and geographical
and hosting information.

The decision component (D) at the bottom of the page con-
sisted of two buttons (“Block” and “Allow”), and a progress
bar to indicate how many task repetitions were left.

The task was repeated 12 times: four correctly classified ma-
licious, four correctly classified non-malicious, two falsely
classified malicious, and two falsely classified non-malicious
URLs. The false cases were included to examine whether ex-

planations help DKUs correct Al errors. The order of URLs
was randomized for each participant.

For each task repetition, we collected the participant’s deci-
sion, mental effort, and decision time, allowing us to derive
participants’ correctness (alignment with ground truth) and
reliance (alignment with Al decision).

Post-Task Survey. Following the 12 task repetitions, the par-
ticipants were redirected back to the Qualtrics survey where
they first answered the SUS, then the NASA-RTLX followed
by the TiA scale. Participants in the XAI condition were
asked to describe how they used the explanations in their de-
cisions and completed the ESS. All participants were asked
to provide demographic information, including gender and
educational background. We repeated the questions from the
pre-screening to ensure consistency with these answers. Ad-
ditionally, we asked participants about their familiarity with
Al and their use of Al in their current organisation. Lastly, we
asked all participants for voluntary general feedback, giving
participants the opportunity for additional feedback. Details
of all scales and questions can be found in the OSF project.

4.2 Participants

A Priori Power analysis. We determined the required
sample size through an a priori power analysis using
G*Power [26]. For our t-test analysis to have 95% power
to detect an effect of 80%, with a significance level o of
.05, at least 42 participants were required in each of the two
conditions. For the MANOVA analysis to have 95% power to
detect a medium effect (f, = 0.2), with a significance level o
of .05 and two response variables, at least 108 participants
were required. We estimated an additional 10% for dropouts
and outliers, resulting in at least 120 participants.

Recruitment. Participants were recruited online through
Prolific and the pre-screening for eligibility for our study was
conducted on the 2nd of April 2025. The main study was
open for eligible participants from April 3rd through April
7th, 2025. Compensation was £0.30 for the pre-screening for
an expected completion time of 2 mins, and £3 for the main
study with an estimated completion time of 20 mins.

Inclusion Criteria. Through the pre-screening, we selected
participants who had at least two years of experience in
cybersecurity and were currently (at least partially) working
in a cybersecurity role. Additionally, participants were
filtered through a knowledge test, asking them a general
cybersecurity-related question about best practice for
encryption of data at rest, which should be easily answered
by knowledgeable users in the cybersecurity domain.
Participants who fulfilled these criteria were admitted to the
main study. The screening questions were again included
in the main study, and the same criteria were applied.
Participants who did not fulfil the criteria were excluded
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from the study. Additionally, the main study contained
two attention checks that participants needed to pass. The
pre-screening was completed by n=750 participants, of which
n=220 were eligible and admitted for the main study. The
main study was completed by n=195 participants. After
excluding participants based on the previously described cri-
teria, the final sample consisted of N=139 complete responses.

Participant Characteristics. The final sample (N=139) for
the main study included 67 participants in the Al-only condi-
tion and 72 participants in the XAI condition. 53 participants
had a cybersecurity role, and 86 participants viewed cyberse-
curity as part of their role. Qualitative analysis of all partici-
pants’ role descriptions showed that most participants (87%)
held technical positions such as cybersecurity roles, software
development, IT management or support, which naturally in-
volve security-related responsibilities, e.g., managing access
controls, or applying secure coding practices, reflecting prac-
tical cybersecurity knowledge [7]. The remaining participants
worked in related fields, namely research, finance, product
management, or data and analytics roles, indicating that cy-
bersecurity responsibilities were part of their role. Table |
lists all participants’ role categories, including examples and
number of occurrences.

Code Examples No. occ.
IT Management & Support IT Support, Systems Administrator, 41
Database Manager
Executive & Leadership  IT Project Lead, Director of Tech- 30
nology, Chief Technology Officer
Cybersecurity Security Operations Analyst, Dig- 29
ital Forensics Officer, Cloud Secu-
rity Engineer
Software Development & Software Developer, Web Devel- 22
Engineering oper, Senior Systems Engineer
Data & Analytics Business Analyst, Data Analyst 11
Product Management Procurement, Innovation Lead 5
Finance Financial Analyst, Accounts Man- 5
ager
Research Scientist 1

Table 1: Codes, example descriptions, and no. of occurrences
for participants’ reported roles within their organizations. Par-
ticipants sometimes listed multiple roles, resulting in code
frequencies exceeding the total number of participants.

The majority of participants (57%) had 3 to 5 years of ex-
perience in the field of cybersecurity, and 23 participants had
more than 10 years of experience. The participants mostly
held academic degrees, with 72 having completed a bache-
lor’s degree, 48 a master’s degree, 16 a PhD, 2 having visited
a university but not received their degree, and only one per-
son having completed an apprenticeship. Ages were grouped
as follows: 18-24 (6%), 25-34 (34%), 35-44 (27%), 45-54
(18%), 55-64 (9%), and 65+ (6%). The majority of partici-
pants had an educational background in computer science,
engineering, mathematics, or a combination of these. Almost

90% of participants indicated being extremely (40%) or very
(48%) familiar with Al For details, see Appendix A.

5 Results

In the following, we first present the results in line with our
research questions and hypotheses from the pre-registration.
Then, we report on additional exploratory analyses. The data
and R scripts used for the analysis are provided on the OSF
project as part of open science. All quantitative data analysis
was conducted in R version 4.3.2 [57]. For our exploratory
data analysis, we calculated regression models using the lme4
package [9].

We set the significance threshold at oo = .05 for all tests. Con-
fidence intervals (Cls) are reported for most analyses, except
for the pre-registered MANOVAS on trust, performance, and
task load, due to their multivariate nature. CIs provide a range
of likely values for the population parameter, comprising the
point estimate and margin of error, and offer insight into the
potential effect size. Importantly, a CI that includes zero cor-
responds to a non-significant p-value.

For the pre-registered MANOVAs, we used Pillai’s Trace,
which is robust to violations of normality and homogene-
ity of variance [8]. Usability differences between condi-
tions were evaluated with a t-test, and all univariate results
were corrected for multiple comparisons using the Benjamini-
Hochberg method [11].

5.1 Observing Attitudinal Trust and Be-
havioural Reliance

Concerning trust, the MANOVA indicated a significant multi-
variate effect of the experimental conditions, i.e., Al-only as
compared to XAl, on trust in automation and reliance, F(2,
136) =3.70, p = .027 (NF;4 = 0.05, M2, ce < 0.001).M? sug-
gests a small effect on the attitudinal TiA, and a negligible
effect on the participants’ reliance [21]. Participants in the
Al-only condition reported higher TiA scores (M =71.18, SD
= 8.07) compared to those who received explanations in the
XAI condition (M = 67.04, SD = 9.86) post-task. Participants
in the Al-only condition relied on the AI's recommendation
for an average of 9.75 (SD = 1.69) decisions, while those
receiving additional explanations averaged 9.69 (SD = 2.12).
This finding suggests that, in our study context, providing
explanations for the Al’s classifications was associated with
lower trust among DKUs.

Following the multivariate tests, we conducted exploratory
independent-samples t-tests on individual measures of TiA
and reliance. Participants in the Al-only condition reported
significantly higher TiA than those in the XAI condition,
t(137) =2.70,95% CI [1.10, 7.17], d = 0.46. In contrast, re-
liance on the AI’s recommendations did not differ between
conditions, t(137) = 0.16, 95% CI [-1.00, <0.01]. This pattern
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suggests a mismatch between post-task attitudinal trust and be-
havioural reliance, whereby participants’ reliance behaviour
remained consistent despite differences in self-reported trust.
As we were interested in how the trust scores could be ex-
plained, we fitted a linear model (estimated using OLS) to
examine the effect of usability, Al familiarity, task load (ef-
fort and performance), expertise, and demographic variables
(age, gender, and highest education) on TiA. Prior literature
has found these variables to be relevant to explaining trust
in human-Al collaboration [72]. The model was significant,
F(21,117) =7.10, p < .001, and explained around 48% of
the variance in TiA (R?> = .56, ad j.R> = .48). Detailed results
can be found in Table 2.

Variable B SE 95% CI p
Intercept 41.68 4.10 [33.56,49.79] <.001
Task Load Effort -0.05 0.03 [-0.10,0.00] .066
Task Load Perf. 0.11  0.04 [0.03,0.18] .008
Al Familiarity 8.84 347 [197,15.71] .012
Usability 024 0.04 [0.15,0.32] <.001
Full-Time Practitioner 1.89 1.09 [-0.26,4.05] .084
Experience 1.81 1.42 [-1.00,4.62] .204
Gender [Male] 1.52 1.29 [-1.03,4.07] .241
Age -1.77 245 [-6.61,3.08] .472
Highest Ed. [Master] 276 139 [0.00,5.52] .050
Highest Ed. [PhD or higher] 0.58 2.03 [-3.44,4.59] 777
Highest Ed. [None] -3.25 501 [-13.17,6.66] .517
Highest Ed. [Apprenticeship] -8.26  7.05 [-22.22,5.71] .244
Full-Time Pract. x Experience 4.84 1.69 [1.37,8.31] 007
Observations 139

R? (adj.) .56 (.48)

Note: Al Familiarity, Full-Time Practitioner, Experience, Age, and Highest Education were ordinal; Gender was a factor.

Table 2: Linear regression for TiA predictors [72]. Reported:
B, SE, 95% CI, and Wald t p-values. Bold indicates 95% CI
significance.

The results indicate that TiA can be explained through a
variety of factors. The SUS score, as well as the task load
performance dimension, had a significant positive effect, in-
dicating that higher perceived usability and better perceived
task-related performance are associated with increased trust.
Familiarity with Al was also positively associated with TiA,
whereas cybersecurity experience did not have a significant
effect on trust in general. In other words, participants with
more cybersecurity experience did not report higher or lower
trust than those with less experience.

Key Findings (RQ1 - Trust & Reliance)

* Our findings suggest that providing explanations coincided
with lower reported trust in automation among DKUs.

» There existed a gap between reliance and post-task attitudinal
trust of participants, where their behaviour differed from their
general trusting attitude.

* Higher usability and better perceived task-related performance
were associated with increased trust.

5.2 The Effects of Engagement and Reliance
on Performance

Regarding performance, the MANOVA indicated no signif-
icant multivariate effect on the average decision time and
the total correctness score, F(2, 136) = 1.30, p = .276. The
findings indicate that the effect of Al explanations on the
combined measures of decision time and correctness was not
statistically significant. This suggests that participants in both
conditions required an equivalent amount of time to make a
decision and demonstrated a comparable level of accuracy.
As a univariate follow-up, we tested whether the individual
measures differed between the conditions. As our data vi-
olated the normality assumption, we fell back to the more
robust non-parametric Wilcoxon rank sum test instead of the
t-test. The Wilcoxon rank sum test indicated that there was
no significant difference between correctness for either condi-
tion, W =2735,95% CI [< 0.00, 1.00], suggesting that neither
condition was able to make more correct decisions than the
other. The Al-only condition made an average of M =7.78
(SD = 1.22) correct decisions, and the XAl condition an av-
erage of M = 7.42 (SD = 1.44) correct decisions. Figure 3
shows that participants’ decisions closely followed the AI’s
correct or incorrect classifications, reflecting comparable be-
haviour across conditions and substantial reliance on the AI’s
recommendations.

Participant Decision Allowed [l Blocked

Proportion of Decisions

Malicious Non-Malicious Malicious Non-Malicious
URL Truth

Figure 3: Participant decisions (Allow vs. Block) by URL
truth (Malicious vs. Non-malicious), Al accuracy (Correct vs.
Incorrect classification), and system type (Al-only vs. XAI).

We further analysed participants’ decision times to evalu-
ate their engagement with the explanations and information.
Participants in the Al-only condition spent on average 37.50
seconds per decision (SD=25.87), while participants in the
XALI condition spent 35.88 (SD=23.85). We additionally fitted
a linear mixed model (estimated using REML and nloptwrap
optimiser) to investigate whether time spent on trials differed
by condition and changed over time. The model included
condition, task position, and their interaction as fixed effects,
and a random intercept for participants. Results indicated a



significant effect of position ( = -2.64, SE = 0.38, ¢ = -6.86),
suggesting that participants of both conditions spent less time
on later tasks. There was no significant effect of condition
(B =6.30, SE =5.46, t = 1.15), indicating that explanations
did not affect decision-making time. Participants in both con-
ditions dedicated a similar amount of time to each decision.
However, a significant negative interaction between condition
and position, i.e., task repetition, was found (p = -1.22, SE =
0.53, t =-2.28). This suggests that the rate of change differed
by condition (detailed in Appendix B, Table 6), and that par-
ticipants in the XAl condition reduced their decision-making
time faster over time compared to the Al-only condition. How-
ever, upon visual inspection, shown in Figure 4, this effect
seems minor.

@
3

XAl

Mean Time (seconds)

1 2 3 4 5 6 7 8 9 10 11 12
Position

Figure 4: Interaction plot showing average time spent per
decision across task positions (1-12), separately for Al-only
and XAI conditions. Points represent mean decision times,
with error bands indicating +1 standard deviation.

To deepen our understanding of whether participants in
either condition were able to correct the Al when providing
false classifications, we performed an exploratory logistic
mixed effects analysis of the relationship between correct-
ness and condition and true or false Al classification, i.e., AL
correctness. As fixed effects, we entered condition and Al
correctness (with an interaction term) into the model, and in-
cluded random intercepts for participants. The results (shown
in Table 3) indicate an effect of Al correctness, but not of
condition (Al-only vs. XAI) on the participants’ correctness.
Participants in the XAI group did show higher correctness;
however, participants were significantly more likely to be in-
correct when the AI’s classification was also incorrect. This
can also be observed in Figure 3, when comparing the top
and bottom row. These findings indicate that DKUs in our
study over-relied on the AI’s classification and underscores
the strong association between Al errors and participant per-
formance, with false Al recommendations being associated
with a higher likelihood of incorrect human decisions. On
average, 83.19% of our participants’ decisions were correct
if the Al made a correct classification, and on average, only
23.38% of the participants’ decisions were correct when the

Variable B SE 95% C1 p
Intercept 1.70 0.12 [-1.93,-1.46] <.001
Condition [XAI] -0.18 0.16 [-0.50,0.13] .253
Al Cor. [Inc.] -2.78 0.18 [-3.14,-2.41] <.001
Cond. [XAI] x Al Cor. [Inc.] -0.03 0.26 [-0.53,0.47] .907
? (T00) 3.29 (0.00)

N 139

Observations 1668

R? (margi. / cond.) 346 1 346

Note: Condition and Al Correct were contrast coded. “Cor.” stands for “Correct”,
and “Inc.” for “Incorrect”.

Table 3: Logistic mixed-effects regression of system condition
(Al-only vs. XAI) and Al classification accuracy (correct vs.
incorrect) on participant decision correctness. Reported are
unstandardized coefficients (B), SEs, 95% Cls, and Wald t
p-values; bold coefficients indicate 95% CI significance..

Al classification was incorrect. To examine the relationship
between reliance and correctness overall, we performed an
exploratory logistic mixed effects regression analysis of the
relationship between the repeated measures (per decision)
correctness and reliance, and condition. As fixed effects, we
entered reliance and condition (with an interaction term) into
the model. As random effects, we had intercepts for partic-
ipants. The results (shown in Table 4) suggest a significant
positive effect of the reliance but not of condition (Al-only
vs XAlI), nor of their interaction on the participants’ correct-
ness. The participants who relied on the Al were significantly
more likely to be correct compared to those who did not
(B=-1.02,SE=0.18,z=—5.52,95% CI [0.66, 1.38]). This
suggests that, in general, reliance on the AI’s recommendation
was associated with increased accuracy.

Variable B SE 95% CI p
Intercept -0.20 0.16 [-0.12.,0.52] .223
Reli. [True] 1.02 0.18 [0.66,1.38] <.001
Cond. [XAI] -0.32 0.23 [-0.77,0.13] .165
Cond. [XAI] x Reli. [True] 0.24 0.26 [-0.27,0.74] .358
o” (T00) 3.29 (0.00)

N 139

Observations 1668

Marginal R .06

Note: Condition (Cond.) and Reliance (Reli.) were contrast coded.

Table 4: Logistic mixed-effects regression of system condition
(AI-only vs. XAI) and reliance on participant decision cor-
rectness. Reported are unstandardized coefficients (), SEs,
95% Cls, and Wald t p-values; bold coefficients indicate 95%
CI significance.



Key Findings (RQ1 - Reliance)

* Whether the human makes a correct decision largely depends
on whether the Al correctly classifies or misclassifies URLs,
indicating that participants relied on the Al’s recommendation
during decision-making.

¢ DKUs in our study over-relied on the AI’s classification, un-
derscoring the strong association between Al errors and par-
ticipant performance, with false Al recommendations being
associated with a higher likelihood of incorrect human deci-
sions.

¢ Reliance on the AI’s recommendation was associated with
increased accuracy.

Key Findings (RQ2 - Performance)

¢ Participants in both conditions required an equivalent amount
of time to make a decision and demonstrated a comparable
level of accuracy.

* Participants in the XAl condition reduced their decision-
making time faster over time compared to the Al-only condi-
tion.

5.3 Interrelations Among Trust, Task Load,
and Usability

Examining the task load, the MANOVA indicated no
significant multivariate effect of condition on the task load
dimensions (mental effort, mental demand, effort, frustration,
and performance) and the averaged repeated measure of
mental effort, F(6, 132) = 1.92, p = .082. We included all
dimensions of the NASA-RTLX as separate variables in the
MANOVA, as the aggregation of these dimensions is not
meaningful for analysis [12]. The results suggest that the
participants in both conditions experienced similar levels
of task load and average mental effort during the tasks.
Explanations, therefore, neither increased nor decreased the
task load and mental effort of participants during the decision
task. Individual univariate analysis confirmed this finding
(details in Appendix C, Table 7).

An independent-samples t-test was pre-registered and con-
ducted to compare usability ratings between the Al-only and
XAI conditions. Participants in the Al condition (M = 76.53,
SD = 14.40) rated the usability of the MDB tool significantly
higher than participants in the XAI condition (M = 70.24,
SD = 17.90), #(137) = 2.30, 95% CI [0.80,11.76], with a
moderate effect size (Cohen’s d = 0.38) [21]. Participants
using the Al dashboard that provided explanations, therefore
found the tool less usable.

As literature suggests that aspects of usability, i.e., per-
ceived usefulness and ease of use, can be pivotal factors of
user trust in different contexts [73], we conducted further ex-
ploratory analyses on the relationship of these factors. Both
TiA and usability scores from participants were higher when

no explanations were provided. Additionally, it can be posited
that the task load may have a direct bearing on perceived
usability. As the present study contradicts the conclusions
of Longo [45], who found that the task load does not impact
the usability, we were interested in exploring the relation-
ship between the aforementioned variables in this specific
high-risk cybersecurity context, and consequently conducted
a correlation analysis (see Appendix D, Figure 6). The Pear-
son correlation showed that TiA was significantly positively
correlated with usability, r(137) = 0.62, 95% CI [.50, .71],
indicating that participants who trusted the automated system
also tended to find it more usable. Additionally, there was
a strong negative correlation, r(137) = -0.59, 95% CI [-.69,
-0.47], between the usability and the frustration dimension
of the task load measure. Participants who found the system
harder to use felt more frustrated, irritated, or stressed, and
higher frustration levels went hand-in-hand with lower usabil-
ity ratings, r(137) = -.50, 95% CI [-.61, -.36]. Self-perceived
task performance was positively correlated with both TiA,
r(137) = .42, 95% CI [.28, .55], and usability, r(137) = .38,
95% CI [.23, .52]. Participants who perceived themselves as
performing better on the task were more likely to trust the Al
tool and to rate the system as easier to use. Performance was
also negatively associated with frustration, r(137) = -.44, 95%
CI [-.57, -.30]. In short, self-perceived performance, trust,
and usability increased together, while frustration negatively
impacted all three.

Participants that had seen the explanation component were
asked about their satisfaction with the explanations on sev-
eral dimensions, visualised in Figure 5. Participants found
explanations easy to use (M = 4.00, SD = 0.89), rated them
as useful (M =4.07, SD = 0.83) and found it enhances their
understanding of the Al tool (M = 4.17, SD = 0.84). Most
dimensions have a mean close to 4, indicating satisfaction
with the explanations on the captured dimensions.
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Figure 5: Distribution of participants’ ratings of the explana-
tion across eight dimensions (1-5 scale): accuracy, complete-
ness, detail, ease of understanding, satisfaction, trust, under-
standing, and usefulness. Violin plots show response density,
boxplots show central tendency, and points represent individ-
ual ratings.



Key Findings (RQ3 - Task Load)

* Explanations neither increased nor decreased the task load
and mental effort of participants during the decision-making
task.

Key Findings (RQ4 - Usability)

* DKUs using the Al tool that provided explanations found the
tool less usable.

* Self-perceived performance, trust, and usability increased to-
gether, while frustration negatively impacted all three.

5.4 Decision Strategies and Domain-

Knowledge Verification

The qualitative data was analysed by two researchers using
MAXQDA24 (version 24.9.1) [67], following Clarke and
Braun’s [20] approach for thematic analysis. One researcher
inductively generated codes from participants’ responses re-
garding how they used the explanations and the AI’s recom-
mendations in their decision-making. The second researcher,
then, verified the fit of the codes to the coded segments and
flagged discrepancies. These were then discussed until re-
solved, which resulted in the final codebook and coded seg-
ments. The final codebook, incl. number of code occurrences,
can be found in Appendix E, Table 8.

Qualitative analysis revealed that participants in the XAl con-
dition employed varying strategies to make their decision on
allowing or blocking a URL. Many DKUs considered the
explanations that were provided during their decision-making
as a starting point for their decision “I took it as a starting
point, and sanity checked against the URL itself” (PO1), or “to
guide my choice in allowing or blocking a URL by reviewing
the factors it highlighted as influential.” (P02).

However, often participants additionally had their own in-
dicators that they examined further before making a deci-
sion, such as “main signals were uptime of the host, country
and SSL cert” (P03), “special characters, entropy, and mail
records” (P04), or “domain age too, the longer it has been
active, the more trustworthy” (P05). They cross-checked their
decision with the additional tabular data provided to them in
the dashboard, thereby frequently relying on their own intrin-
sic knowledge “I ended up relying on the raw data to inform
my decision - namely whether it used SSL and the lifetime of
the site.” (P06)

Others employed a protective strategy for recommended
malicious domains and decided to always protectively block
a URL that the Al had flagged as malicious, since “If it was
malicious I would already prefer to preemptively block the
URL, it is better to be cautious in that case” (PO7). This
strategy differs from behaviour observed among lay users,
who classified a domain as malicious only when they were
confident it was indeed malicious [56].

A few DKUs found the AI’s explanations to be inconsis-

tent or not align with their indicators for making a decision
and instead decided not to or only rarely use the Al or the
explanation components, and the recommendation provided
to them in the dashboard, e.g., “I mostly relied on my own
experience. As soon as I saw how unreliable the tool was, and
what poor metrics it was using (e.g., existence of MX records
is a very poor way to judge the validity of a website domain)
1 started to ignore it” (PO8).

A small number of DKUs said they “trusted the AI”’ (P09)
recommendation and at times relied on its recommendation to
make their decision “I followed the Al explanation judgement
to make mine” (P10). One participant explained that they
“overall trust the Al because the information provided was
simple and easy to understand” (P11).

To further verify cybersecurity knowledge of our partici-
pants we analysed their decision strategies more deeply from
qualitative responses obtained from the XAI condition. More
than half of the participants applied either feature-based (e.g.,
encryption, lifetime of domain) or heuristic reasoning strate-
gies, e.g., “With these red flags, blocking it seems like the
safest choice” (P12) for their final decision. Lambe et al. [41]
found that as experts accumulate domain knowledge, they
also develop domain-specific heuristics, which can lead to
faulty decisions even in high-stakes contexts. Additionally,
analysis revealed that participants could frequently causally
explain their decision-making, e.g., “I looked at factors like
low entropy, the absence of unusual characters, and the lack
of suspicious mail records, which suggested the URL is likely
safe” (P13), further underscoring domain understanding.

6 Discussion

In this section, we summarise our main findings, discuss their
implications for research and then their implications for XAI
design, and conclude with limitations of our study and avenues
for future work.

6.1 Research Implications

This section addresses contributions to understanding of
collaboration between humans and Al, methodology, and
future research directions.

Impact of Explanations on DKU Trust in Cybersecurity
XAI-Supported Decision-Making. Aiming to answer our
first research question on how providing explanations for AI’s
decisions may influence the DKUs’ trust, we found that DKUs
interacting with XAl exhibited lower trust in automation post-
task than DKUs interacting with Al-only. This aligns with
Bayer et al.’s [10] finding that domain-specific expertise neg-
atively affects trust in Al-supported decisions related to this
domain. However, to leverage the potential of human-Al col-
laboration and have practitioners use Al tools long-term, trust
is vital for acceptance of the technology [42].



Drawing on the decision-making strategies from our
qualitative data, a reason for the lower TiA in the XAl group
may be that the explanations open up more potential for
discrepancies between the DKUs’ expectations and the AI’s
actual behaviour. Chen et al. [19] found that, the process to
override an Al prediction in Al-assisted decision-making
is initiated by a disagreement regarding the outcome of the
decision, which then leads the human to identify evidence
in the Al explanations that discredits its prediction. In our
case, in the Al-only group, DKUs might compare their
own decision to the AI’s classification, and if they align,
this could foster trust. In contrast, if the AI’s classification
and the DKUSs’ decisions do not align, this could lead to
under-trust and -reliance. DKUs who interacted with the
XAI, however, not only compare their decision to the AI’s
classification, but additionally compare the indicators for
their own decision with the indicators that are provided
as an explanation for a specific decision. This may reveal
additional discrepancies between their decision-making and
the AI’s, thereby fostering additional distrust. These findings
are also supported by Wirtz et al. [71] who similarly found
that a mismatch between a user’s expectation and the reality
of Al applications can negatively affect trust. Wang et al. [69]
further found that although feature contribution explanations
improved users’ subjective understanding of the AI model,
these explanations were not able to foster appropriate trust.

Future work could explore the decision-making strategies
of cybersecurity practitioners when collaborating with Al, and
how these strategies influence TiA. Such insights could help to
guide the selection of XAI methods. Although we selected IG
thoughtfully, it may not have been the most suitable approach
for this context, and alternative methods, such as decision
trees or example-based explanations, may better align with
practitioners’ reasoning processes. The alignment of these
XAI methods with the practitioner’s decision-making in cy-
bersecurity should then be evaluated through an observational
study. Simultaneously, however, the technical evaluation of
XAI methods beyond the feature contribution explanations
evaluated by Warnecke et al. [70] for their fit in cybersecurity
contexts arises as a crucial future research contribution.

Overall, we conclude that the provision of feature
contribution explanations did not support building trust in
this cybersecurity decision-making task, causing DKUs in
our study to trust the Al less if it provided explanations about
its decision-making.

The Mismatch of Attitudinal Trust and Reliance Be-
haviour. Our findings showed that DKUs in the XAI
group had lower TiA than the Al-only group; however, they
relied on the Al recommendation equally in both conditions.
Although related literature suggests that users over-rely on
Al to avoid cognitive effort, we did not observe an increase
in cognitive effort in our data and therefore cannot attribute

the observed over-reliance to this mechanism [15].

Founded in Lee and See’s theory on TiA, we can observe a
difference in the attitudinal aspect, which affects the trusting
intention and then subsequently the reliance action [42].
Nevertheless, the change in attitude was not reflected in the
reliance behaviour of DKUs. A longitudinal study on the
effects of introducing an Al system in an organisation found
initial evidence for a positive relation of trust with reliance,
which diminished after ten months [50]. These findings
suggest that trust and reliance may be related initially but
can decouple as users gain experience. Our exploratory
linear regression suggests that familiarity with Al as well as
domain knowledge, played an important role in explaining
the DKUSs’ trust. The more familiar the DKUs were with
Al the higher their declared trust in automation, confirming
prior work [72]. Works examining the introduction of an
automated intelligent system also found that personal factors
were the strongest predictors for trust in the early stages
of interaction, while system characteristics become more
important in later stages [50]. Chancey et al. [18] found that
if people trust a system, they might, especially in high-stakes
scenarios, still follow its recommendations even if it gives
false recommendations.

Considering our findings alongside the related literature,
we conjecture that the observed decline in attitudinal trust in
automation may eventually be reflected in how DKUs rely on
explainable interfaces. This would mean that users of XAI
will rely on the tool less over time, given that they trust the
explanations less. Longitudinal research could explore this
carry-on effect of the attitude into the trusting intention and
then the reliance behaviour on automation in presence of
explanations.

The Role of Knowledge and Familiarity in AI Reliance.
We also consider reasons for our DKUSs over-reliance, when
literature has frequently found that knowledgeable users
often under-trust and under-rely. For example, research on
algorithm appreciation has found that the experts’ tendency
to adhere to their prior judgments and their failure to use
Al for decision support, i.e. under-reliance, led to a lowered
accuracy compared to the lay user sample [44].

One plausible explanation lies in the characteristics of
our participant population. Cybersecurity practitioners and
DKUs work in a highly technical domain and often have
a technical background, also evident in our sample (more
than 70% have an educational background in computer
science, see Table 5). Hence, they might be able to more
intuitively understand or even have advanced knowledge
about automation and Al. Additionally, we see that over 85%
of our participants indicated being at least “very familiar”
with Al, which indicates frequent usage and high exposure to
this technology. Their educational background, the technical
field they are working in, and the reported high familiarity



with Al possibly makes the participants more willing, at least
initially, to trust Al-based technologies that they interact
with, which could have led the participants of this study
to over-rely. Theoretical work further suggests that initial
trust is shaped by previous experiences, and individual
characteristics, such as propensity to trust [42], which may
have contributed to the high levels of reliance observed in
our study. Complementary qualitative research on the effects
of Al literacy and metaknowledge revealed that high meta-
knowledge, i.e., being acutely aware of one’s own knowledge
boundaries, better equips users to critically evaluate the
outputs of GenAl [22]. The DKUs experience in this technical
field and their educational backgrounds might make them
perceptive to their knowledge boundaries in this domain. This
may, over time and through feedback loops, then be able to
improve reliance and performance in human-Al collaboration.

Another, and potentially complementary explanation for
participants’ over-reliance relates to their level of do-
main knowledge and expertise. Although participants were
screened for general cybersecurity knowledge, not all of them
were experts and therefore may have lacked the knowledge
depth, skills, and intuition that experts typically possess, con-
tributing to their increased reliance on the Al system. This
relative lack of domain-specific competence may have in-
creased their reliance on the Al system. Furthermore, because
we recruited based on general cybersecurity rather than task-
specific knowledge (e.g., MDB), it is possible that some par-
ticipants relied heavily on the Al due to uncertainty or gaps
in their own knowledge rather than misattributed trust.
Future work could explore how technical affinity and true
domain knowledge interact and impact trust in automation
to enable building appropriate trust in domains such as cy-
bersecurity. Further investigating how trust changes over a
longer period of time and whether DKUs and practitioners in
technical domains are able to adjust their initial over-reliance
could further advance human-Al collaboration.

6.2 Design Implications for XAl

This section outlines how our findings can inform the
development of XAI systems.

Managing Behavioural Over-Reliance for Human-AI Col-
laboration in Cybersecurity. Merely one-fourth of partici-
pants were able to make a correct decision when the Al did
not already provide a correct classification. As clearly visible
in Figure 3, DKUs over-relied on the Al in both conditions.
Through our exploratory regression analysis, we found that
decision correctness was largely related to the correctness of
the AD’s classification; DKUs were more likely to be correct
if they relied on the AI's recommendation. In both conditions,
the DKUs’ reliance frequently extended to incorrect Al de-
cisions. The provision of explanations, as a typical means to

reduce information asymmetry between humans and Al [68],
thus did not avoid over-reliance and misuse [42]. DKUs were
not able to use explanations to identify cases in which the
Al would make unreliable decisions and then correct the Al.
Consistent with this, participants in both the Al-only and XAI
conditions spent comparable amounts of time on the task.

As already discussed earlier, the over-reliance of DKUs in
our study could not be attributed to the increased cognitive
effort imposed by explanations [15], as mental effort and
task load were similar in both conditions. At the same
time, DKUs in both conditions falsely disagreed with
the AI’s “malicious” recommendation in around 16% of
cases when the classification was actually correct, resulting
in false blocks of benign URLs. While those errors are
comparably harmless, the more concerning observation is
that DKUs in both conditions allowed malicious URLSs in
more than 80% of the decisions if the Al misclassified it
as non-malicious (see Figure 3). This behaviour reflects
over-trust in the AI’s recommendations [38, 69]; participants
often trusted the AI when it erred and were unable to correct
that recommendation based on their own indicators. This
finding is especially critical given the severe implications
of permitting malicious URLs. Especially considering
their strategy of protectively, and thereby also somewhat
blindly, blocking URLSs the AI classifies as malicious, this
behaviour raises important implications for designing Al in
cybersecurity and the introduction of XAI. Overall, these
results suggest that Al systems in cybersecurity contexts
should ensure rather conservative decision boundaries, as
even DKUs tend to, at least behaviourally, over-rely on
the AI’'s recommendation. When over-reliance is likely, Al
systems should be designed to accommodate and compensate
for this behaviour. Considering the practical utility of
explanations, as well as the DKUs potential time engagement
with explanations, raises questions of whether standard
XAI approaches are effective. This aligns with work by
Buginca et al. [16], who show that cognitive motivation
moderates the effectiveness of XAl, based on the assumption
that users must be motivated to meaningfully engage with
explanations. Approaches that actively prompt deeper
cognitive engagement, such as cognitive forcing functions or
evaluative Al [47], may therefore be more suitable in these
cybersecurity environments to accommodate the need for
improved performance.

Concretely, this means that when one outcome clearly
poses lower risk, as in MDB, Al systems should prioritise
classifying borderline cases into that lower-risk category as
part of a protective strategy. Developers and organisations
should focus on minimising misclassifications of high-risk
outcomes when Al and practitioners collaborate. This
approach reduces the likelihood of critical errors while
tolerating a higher rate of false positives for malicious
classifications. This protective strategy might also generalise



to other use cases in cybersecurity where practitioners
and AI collaborate on tasks, such as vulnerability scan-
ning. In these contexts, it might be recommendable to
pre-emptively flag potential vulnerabilities in software
development, i.e., conservatively classify, as the practitioner
might otherwise miss indicators, due to the unstructured
nature of the task and risk vulnerabilities in software products.

Strategies for Under-Trust. Lastly, our findings also
provide indications of strategies that can be employed when
the DKUs tend to under-trust during collaboration on a
joint task with AIL. Our correlation analysis revealed that
trust, performance, and usability are strongly interconnected
(see Appendix D, Figure 6 for more details). These results
suggest that when DKUs perceived that they performed
well on a task, which can also be viewed as a proxy for
their perceived domain knowledge and self-confidence, this
was related to higher trust in automation, less frustration
during the task, and a higher perceived usability of the Al tool.

Therefore, if the user has higher domain knowledge, Al can
support them in increasing their perceived performance, e.g.,
through providing respective feedback, which in turn may
foster trust between users and Al. Further, when the users’
and the AI’s decisions align, this may act as a reinforcing
factor on the TiA and thereby also the behavioural compo-
nent of reliance between the practitioner and the Al. Related
literature confirms that people’s trust in Al is driven by its
perceived quality, such as ease of use, and performance, and
further depends on performance and effort expectancy [25,49].
A usable Al tool that takes into account the users’ domain
knowledge and supports them on that specific task with Al
may enable better adjustment to appropriate TiA and reliance.
Therefore, iteratively designing XAI tools that thoroughly
consider their target users and their knowledge level, enabling
them to feel they successfully complete their task, is crucial
for successful collaboration and acceptance of the Al system.

7 Limitations

We acknowledge several limitations, beginning with the lim-
ited scope of our experiment. As we were aiming to isolate the
effect of explanations on DKUs’ decision-making in cyber-
security, we selected the method of feature contribution pro-
vided through IG, and selected the task of malicious domain
blocking as a relevant exemplary use case in cybersecurity.
Drawing on prior literature and input from cybersecurity prac-
titioners, we selected the MDB task that captures cognitive
demands of cybersecurity work (i.e., evaluating uncertain evi-
dence, interpreting system explanations, and balancing trust
and reliance on automation), is familiar to practitioners while
enabling experimental control and reproducibility. We con-
sulted the literature to choose the type (feature contribution)
of explanation and the explainability method (IG), and appro-

priate deep learning models. However, this setup inadvertently
limits the generalisability of our findings to other methods.
Our findings shine light on binary decision-making tasks with
IG, however, future work could explore and compare further
XAI methods to deepen the understanding of XAl-supported
decision-making in cybersecurity, also on more complex col-
laboration tasks. Additionally, we were required to select
URLSs for the DKUs to investigate. DKUs might have already
encountered some of the URLs that they were asked to inves-
tigate and may have already developed an intuition about their
malicious nature. Nevertheless, we aimed to have a balanced
set of URLs. There are two limitations regarding the domain
knowledge of our sample. We designed a recruiting strategy
through pre-screeners to identify participants with knowledge
and expertise in the field of cybersecurity, however did not
specifically target domain knowledge for the task of malicious
domain blocking. We additionally re-verified the characteris-
tics of participants from the pre-screening in the main study,
and conducted qualitative analysis to further verify domain
knowledge. Nevertheless, we cannot definitively verify their
level of knowledge due to the online setup of the experiment.
It is possible that despite our efforts some of our participants
did not have expert knowledge of cybersecurity or the MDB
task.

8 Conclusion

Seeking to explore the applicability of transparent and human-
understandable insights into Al decisions to support cyberse-
curity DKUs, we investigated the potential of providing XAI
explanations in the context of the cybersecurity-specific high-
criticality task of malicious domain blocking. In a between-
subject study with (N = 139) cybersecurity DKUs, we com-
pared the effects of providing XAl explanations vs. Al-only
on participants’ trust, performance, perceived task load, and
Al tool usability. We found that DKUs interacting with XAI
reported lower trust in automation, which might be partially
explained by a disclosed discrepancy between the DKUs’ own
decision strategies and the XAI’s explanations, as implied by
accompanying qualitative insights. Additionally, while neither
the DKUs’ performance nor the task load differed between
the conditions, DKUs interacting with the XAI on the task
rated the usability as lower than DKUs interacting with the
Al-only. Interestingly, DKUs in both conditions relied on the
AT’s classifications even in misclassified cases — indicating
behavioural over-reliance on the AI’s decisions. Future re-
search should examine the gap between attitudinal trust and
behavioural reliance more closely, taking into consideration
the effect of familiarity and expertise on DKUs’ trust. Our
findings point to multiple strategies to accommodate these
observations, such as the use of conservative decision bound-
aries in cybersecurity decision-making contexts.



Ethical Considerations

This research evaluated human-Al collaboration in the context
of malicious domain blocking using XAI. The study design
followed established ethical standards for psychological re-
search involving humans [5] and received approval from our
IRB. In line with the principles of the Menlo Report, we
ensured that the design, data collection, analysis processes
and dissemination aligned with established best practices for
ethical Information and Communication Technologies and
psychological research. We discuss ethical concerns for sur-
vey participants, end users of Al-based security systems, ma-
licious actors, human-AlI collaboration and policy research
communities, Al system and cybersecurity developers, gen-
eral public and society and the involved researchers.
Respect for Persons. The primary risks for participants in-
cluded stress from cybersecurity scenarios or interacting with
Al, and inadvertent exposure of responses. To mitigate these,
participants received detailed study information, provided in-
formed consent, could withdraw or request data deletion at
any time, and were explicitly informed when interacting with
Al Only non-identifying demographic data were collected
to reduce privacy risks. Participants may also have benefited
by learning about Al in cybersecurity and contributing to
research. All researchers involved in this study completed
training on human-subjects research ethics, and data were
securely handled throughout. The researchers also collabo-
ratively ensured participants’ autonomy, safeguarding their
integrity and supporting credible scientific contributions.
Beneficence. We carefully considered the potential risks and
benefits associated with both the study design and the use
of XAl in cybersecurity contexts. The primary stakeholders
include study participants, end users of Al-based cybersecu-
rity tools, the human-AlI collaboration and policy research
communities, developers of Al and cybersecurity tools, mali-
cious actors, and the general public. Participants faced mini-
mal risk of inadvertent disclosure of their perspectives, which
we mitigated through strict anonymization and reporting re-
sults only in aggregated form. End users may over-rely on
Al recommendations, potentially experiencing harm through
misclassified domains, false positives, or false negatives af-
fecting services or access; we address this risk by discussing
design strategies to accommodate harmful behaviour and re-
duce over-reliance. The research and policy communities risk
misinterpreting or overstating findings when extrapolating
beyond the studied population. To mitigate this, we explicitly
highlight study limitations, emphasize the need for evalua-
tion across tasks and explanation methods, and use cautious
phrasing to avoid presenting results as definitive, acknowledg-
ing that results should be interpreted cautiously and within
the context of this specific study. Developers of Al tools in
cybersecurity face risks from exposure of XAl limitations
or misuse of findings. We mitigated this by relying on XAI
techniques previously evaluated in cybersecurity research and

using an open-access, non-vendor-specific prototype that pro-
vides high-level insights without revealing sensitive security
mechanisms. Similarly, while malicious actors could attempt
to exploit insights into XAl-assisted tools, we avoided dis-
closing task-specific, operational, or vendor-sensitive details
that could enable exploitation. For the general public, risks
include over-trusting Al security systems, service disruptions
due to incorrect blocking, and the normalization of Al-driven
decision-making. We mitigate these risks by emphasizing
contextual interpretation of results, improving transparency
about Al decision-making, encouraging human-centred and
iterative system design that accounts for real user behaviour,
and highlighting the need for explanation approaches beyond
feature attribution, such as cognitive forcing functions and
evaluative Al. These benefits from our reserach for various
stakeholders include advancing understanding of how XAI
can support domain-specific knowledge, informing the design
of cybersecurity and URL-classification tools to better sup-
port practitioners, contributing to safer browsing for end users,
and providing empirical insights to guide future research and
evidence-based Al governance. The decision to conduct this
research was guided by the potential to advance understand-
ing of human-Al collaboration in high-stakes cybersecurity
tasks, while carefully weighing ethical considerations and po-
tential risks. The decision to publish the findings was reached
after applying mitigation strategies to minimize risks, ensur-
ing participant anonymity, reporting aggregated results, and
highlighting study limitations, thereby allowing the benefits
of disseminating insights for research, tool development, and
evidence-based policy to outweigh potential harms.

Justice. Our recruitment strategy aimed to involve partici-
pants whose background and expertise were appropriate to the
study goals while avoiding the inclusion of vulnerable groups.
For example, we included only adult participants. Because
comprehension of cybersecurity-related task instructions was
essential, we recruited English-speaking participants from the
US and the UK. All participants received equivalent compen-
sation that aligned with Prolific’s fair payment guidelines (£3
for approximately 20 minutes). To promote equitable access
to our findings and research process, we have made our re-
search prototype, study plan, and analysis pipeline publicly
available.

Respect for Law and Public Interest. The study complied
with all applicable legal and institutional requirements. IRB
approval was obtained prior to data collection, and no com-
pliance issues or other concerns arose over the course of the
research. By promoting transparency in the design and eval-
uation of high-risk Al applications, this work aligns with
emerging regulatory expectations, including those articulated
in the EU AI Act [24].



Open Science

This research, including the hypotheses, the data analysis
plan, and the power analysis, has been pre-registered on OSF
to enhance transparency and replicability of the work (Pre-
registration). The source code for the prototype system is
hosted on a Zenodo Repository for long-term access, while
the full R analysis scripts and processed anonymized datasets
(including performance, task load, usability, and trust mea-
sures) are archived on OSF (OSF Project incl. materials). To
protect participant confidentiality, free-text responses and de-
tailed demographic information are not released publicly but
can be provided upon reasonable request, subject to institu-
tional review of ethics.
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Appendix A: Participants Characteristics

Participants were able to select multiple educational back-
grounds to accommodate interdisciplinary studies.

Field No. Responses
Computer Science 108
Engineering 36
Mathematics 35
Business & Economics 28
Social Sciences 9
Psychology 4

Other 7

AI Familiarity No. Responses
Extremely Fam. 55

Very Fam. 67
Moderately Fam. 15
Slightly Fam. 2

Table 5: Participants’ Educational Backgrounds and Self-
Reported Al Familiarity
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Appendix B: Linear mixed-effects regression of
condition and task repetition on average decision
time

Variable B SE 95% CI p
Intercept 54.65 3.93 [46.93,62.36] <.001
Cond. [XAI] 6.30 546 [-4.41,17.02] .249
Position -2.64 0.38 [-3.39,-1.88] <.001
Cond. [XAI] x Pos. -1.22 0.53 [-2.27,-0.17] .023
o2 (T0) 1417.50 (499.12)

N 139

Observations 1668

R? (marg. / cond.) .07/.31

Note: Condition was contrast coded; Position is trial number.

Table 6: Linear mixed-effects regression of condition (Al-
only vs. XAl) and task repetition on average decision time.
Reports include unstandardized coefficients (), SEs, 95%
ClIs, and Wald t p-values; bold coefficients indicate 95% CI
significance.

Appendix C: Wilcoxon rank-sum test results for
task load and mental effort across conditions

Al-only XAI

Variable M SO M SD w 95% CI
Task Load

Effort 56.94 26.40 64.60 23.31 2061.5 [—16.00,2.00]
Mental Demand 53.63 27.21 59.51 22.69 2221.5 [-11.00,4.00]
Temporal Demand 28.94 21.21 3344 2096 2072 [—12.00,2.00]
Performance 84.13 16.66 79.19 17.31 2865 [<0.01,0.1]
Frustration 1642 19.19 21.40 23.51 2168 [—9.00,< 0.01]

Average Mental Effort 60.42 31.11 58.23 30.44 2491.5 [-9.42,13.08]

Table 7: Wilcoxon rank-sum test results comparing average
ratings and standard deviations for task load and mental ef-
fort across conditions (Al-only vs. XAl). Reported statistics
include means (M), standard deviations (SD), Wilcoxon test
statistic (W), and 95% ClIs.

Appendix D: Pearson correlation matrix for
trust in automation (TiA), perceived usability
(SUS), and task load measures

Correlation Matrix for Trust, Task Load and Usability Measures
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Figure 6: Pearson correlation matrix illustrating relationships
among trust in automation (TiA), perceived usability (SUS),
and task load measures (NASA-RTLX subscales: Mental De-
mand, Performance, Effort, and Frustration). Correlation co-
efficients are annotated with significance levels: *p < .05,
*p<.01, " p <.001.




Appendix E: Code Book for Qualitative Analysis

Code

Description

Example

No. occurances

Use of explanation for decision-making

Own indicators for decision Participants have their own indicators that they review  “I would expect it to be mentioning, e.g., SSL encryp- 21
and base their decision on. tion status prominently but instead it seemed to focus
on characteristics of the URL.”
Background knowledge Participant explicitly mentions having some own  “I mostly relied on my own experience.” 12
knowledge, and thereby expectations they can rely on
for this task.
Human control Participant specifically mentions being the one mak-  “In the end, I will make the final decision.” 2
ing the final decision.
Consider Al classification The participant uses the classification in some way,  “Based on the automated review of the URL I could 6
by looking or reviewing it for their decision. see a summary on why a URL is malicious or not
malicious and then decide based on it.”
Trust Al classification Participant’s description of decision-making reflects  “[I] relied a lot on the Al classification of either ma- 8
reliance on the AI’s malicious/non-malicious classifi-  licious or non-malicious.”
cation.
Consider Al explanations The participant uses the explanation in some way, by ~ “By considering all the features highlighted by the 41
looking or reviewing it for their decision. Al and applying common patterns of malicious and
non-malicious URLs.”
Trust Al explanations Participant’s description of decision-making reflects “I relied on what the system provided to make a deci- 3
reliance on the AI’s explanation. sion.”
Inconsistent explanations Participant expresses frustration due to inconsistent  “In the end, I really couldn’t use its judgment one 3
or unreliable explanations. way or the other. It seemed incredibly inconsistent,
using the same metrics to show some URLs as safe
and others as malicious. The results seemed almost
random.”
Feature descriptions Participants mention the descriptions of each feature,  “The explanation gave indication of what is a bad 3
and the min and max anchor points provided. value and what is good. This helped me weigh up the
different properties and determine whether the values
of those properties would indicate maliciousness or
not.”
Rely on statistics Participants mention mainly relying on the descrip-  “I glanced at this then looked in more detail at some 5
tive tabular data summarised below the Al explana-  key metrics below that I tend to base decisions on.”
tions.
Little use The participant makes minimal use of the Al features  “I used it very little.” 3
in the dashboard.
Domain-specific knowledge analysis
Feature-based reasoning Participants focused on specific or characteristics of ~ “main signals were uptime of the host, country and 29
the explanation to make sense of the maliciousness  SSL cert.”
of the URL.
Heuristic reasoning Participants used experience-based shortcuts or rules — “With these red flags, blocking it seems like the safest 25
of thumb to make decisions about a URL. choice.”
Causal explanation & decision justification ~ Participants explained why something justified their ~ “To complement it - I placed greater weight on the 44
choices and why specific indicators made the suspi-  length of time the domain had been in exisitence.
cious of or trust the URL. [sic]”
Risk articulation Participants identified possible risks or things that  “I didn’t like how it didn’t seem to weigh the fact the 8

could go wrong based on their decision.

site was using SSL high enough.”

Table 8: Codes, descriptions, and example quotes of XAl participants’ (n=72) decision-making strategies.
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