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Abstract. The low adoption of Intelligent Tutoring Systems (ITS) and 
other AIED tools is partly due to privacy concerns when handling student 
data. Previous research investigated the privacy-personalization trade-
off, where users contrast the envisioned benefits against the amount of 
personal data required. However, related AIED research is still in its ini-
tial stages. We analyzed how usability and privacy-related factors influ-
ence university students’ decision to adopt one of three versions of an 
ITS, differing in the amount of data collected and—as a result—the avail-
ability and depth of educational features. We found that even though 
students perceiv ed differences in privacy risk across the versions, this
did not influence intention to use. Conversely, perceived usefulness of
the ITS and its personalized features proved to be a strong predictor of
future adoption. We deepen these findings with qualitative results and
conclude with recommendations for AIED researchers and developers.

Keywords: Privacy · Usability · Privacy-P ersonalization Trade-Off

1 Introduction 

Intelligent Tutoring Systems (ITS) have been proven to have a positive effect on
learning outcomes [14], through personalized features such as immediate feed-
back, scaffolding hints, and evaluation of student skills over time [16]. However, 
adoption by higher education institutions has been slow and the need to use 
rich student interaction data raises privacy concerns [23]. These concerns differ 
greatly between students and contexts [22], and students have varying expecta-
tions toward AI in education (AIED) systems and the related amount of data
collection [23]. Also, students need to be taught AI literacy [27] for them to 
exercise agency over their data responsibly [10]. To that end, we present and 
evaluate a prototype of I TS that provides students with varying educational
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features depending on the amount of data collected. The system also transpar-
ently informs users about what data is collected and the features that have been 
disabled due to limited access to certain data types. Through this feedback, the
system aims to enhance transparency and increase users’ AI and privacy literacy.

Previous studies based on the Technology Acceptance Model (TAM) [6] 
showed the importance of perceived usefulness and perceived ease of u se as well
as risk perception [7] of a system as predictors for future adoption. Specifically ,
the privacy-personalization trade-off [1] describes how the benefits one could gain 
from sharing their data can conflict with the related perceived privacy risks. In 
the field of AIED, studies analyzing student privacy concerns have mainly relied 
on self-reports from surveys and interviews instead of experimental methods. We 
aim to fill this gap by exposing students to a first-hand experience with three 
versions of an ITS prototype differing in the amount of data collected and the 
availability of certain educational features. Our goal is to understand how stu-
dents evaluate the usability and the privacy risk of these different versions, as 
well as which of these factors have an influence on their intention to use each
version. Therefore, we defined the following research question: How do students
evaluate the usefulness, ease of use, and perceived privacy risk of different ITS
versions requiring more or less user-data collection, and how do these factors
affect their intention to use these versions?

To answer this question, we use Structural Equation Modeling (SEM) to 
model the assumed relationships. To investigate potential personal factors 
behind their perceptions, we collected data on personal traits such as technolog-
ical affinity [8] and general online privacy concerns [15]. Finally, we performed 
a qualitative analysis of open-ended responses to deepen our understanding of 
how t he privacy-personalization trade-off influences student adoption of AIED
tools.

2 Background: Privacy in AIED T ools

Ethical and societal aspects of AI, such as privacy, are part of most AI liter-
acy frameworks, but usually portrayed as the last step after acquiring technical
and algorithmic knowledge [17]. University students typically expect to exer-
cise agency over data shared with AIED tools [22], however, they often lack 
the required understanding of responsible personal data management [10,27]. 
Therefore, we aim to enhance an ITS with design features that make data pri-
vacy implications clear through short explanations and enabling or disabling
certain features depending on students’ willingness to share their data.

Prior work showed that privacy-related decisions not only differ between 
users, but also depend on contextual factors, such as recipient or data type [18]. 
In AIED, students also have differing views about t he data they are willing
to share [22], and how they evaluate the privacy of certain features, which in 
turn is a significant predictor of their adoption [21]. Both students and faculty 
consider privacy as important as the analytics aspect of learning analytics [24]. 
Yet, even though students express a strong desire for data privacy, they do not
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always act accordingly [24]. This is partly due to the p rivacy-personalization
trade-off [9], referring to the fact that enjoying the benefits of personalization 
usually means sacrificing part of one’s privacy. Prior work explored this trade-off 
for AIED based on survey and interview data, therefore not exposing partici-
pants to an authentic experience where their attitudes regarding data sharing 
could be observe d in a specific context. In our study, users directly interacted
with different variants of a prototype that allows for capturing their interaction
experience.

The widely used Technology Acceptance Model (TAM) [6] contains two main 
predictors of future intention to use a system: perceived usefulness and perceived 
ease of use. Usability studies have expanded the model with the construct of 
risk perception and found significant relationships between perceived risk and
intention to use [7]. Differences in affinity for using new technologies are also 
considered an important factor in predicting user experience and future use [8], 
which applies to the educational field [3]. In our study, we thus use and expand 
the TAM model with the following constructs: perceived priva cy risk, general
online privacy concerns, and technological affinity.

3 Methods 

We conducted in-person lab sessions, with N = 126 university students, during 
which they were asked to use different versions of an ITS prototype. Supple-
men tary materials (i.e., screenshots, codebooks, participant demographics, and
detailed results) can be found online. Our study has been approved by the Ethics 
Committee of our institution, and preregistered. 

The ITS Prototype. The prototype used for the study was based on CTAT -
short for Cognitve Tutor Authoring Tools [25]. We created three versions with 
adaptations in data collection and the availability of educational features:

– Tutor A: This version only recorded essential data from students that let the 
system operate, such as correctness of answers. Also, students could request
a hint for a task, but no additional educational features were enabled.

– Tutor B: Tutor B additionally collected and saved data about the develop-
ment of student’s skills, such as identifying trends. The hint feature was more 
customizable, allowing the student to select the preferred type of hint.

– Tutor C: Tutor C further contained a chatbot with access to the stu-
dent’s previous interaction to provide personalized support. The chatbot w as
prompted to provide relevant guidance instead of direct solutions.

For students to understand how the educational features and privacy impli-
cations of each version differ, we adopted the same screen structure for all ver-
sions. Disabled features (e.g., disabled LLM chatbot in Tutor A) were covered by 
a short text explaining the reason for disabling it. For our study, we used educa-
tional tasks related to visualization literacy. The questions followed the structure
of the Visualization Literacy Assessment Test [13]. Each task consisted of one
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graph along with three to four related questions (multiple choice or short-text 
answer) that tested students’ ability to interpret the graph based on the three
levels of graph comprehension by Curcio [5], namely read the data, read between 
the data,  and  read beyond the data, followed by an open-ended question asking 
them to describe the graph’s main insights in 50–100 words. An example task
across the three versions is shown in Fig. 1. 

Fig. 1. An illustration of the three tutor versions. Features on the right depend on 
the available student data. Hint window (1): The students received pre-written hints 
that help them interpret the graph. Skill feedback (2): Disabled in Tutor A. In Tutors 
B and C, it provides feedback based on task performance. Chat window ( 3): Disabled
in Tutors A and B. Tutor C uses GenAI to provide additional support. The privacy
implications are explained in dedicated information boxes (marked with an eye sign).

Recruitment. The sample consisted of N = 126 bachelor students enrolled at 
ETH Zurich or University of Zurich. The minimum sample size was determined 
based on a simulation with estimated effect sizes between .15-.35 for all paths, 
alpha error probability of .05 and power of .8. Among participants, 75 were men, 
49 women, one non-binary participan t, and one preferred not to disclose their
gender. The average age was 21.3 (SD = 2.8), ranging from 18 to 35 years. Every
participant was compensated CHF 25 per hour.

Procedure. The experiment took place in person at our institution’s lab. First, 
students (1) interacted with one of the tutor versions by solving a visualization 
literacy task, directly followed by (2) a survey asking them about their exp eri-
ence with that version using validated questionnaires and open-ended questions.
We measured the following constructs: Perceived Usefulness (PU) [6], Perceived 
Ease of Use (PEoU) [6], Perceived Privacy Risk (PPR) [2], and Intention to 
Use (ItU) [26]. Additionally, participants answered three open-ended questions, 
namely (Q1) what they liked or disliked about the version at hand, (Q2) the types 
of data they think was collected about them, and (Q3) whether and in what con-
text they think they would use that ITS version in the future. Steps (1) and (2)
were repeated for each of the three tutor versions. Finally, (3) participants com-
pleted a final survey with additional questionnaires related to online privacy con-
cerns (IUIPC) [15], technological affinity (ATI) [8], and provided demographic
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information. Students were assigned to one of two groups: interacting with the 
versions in “increasing” (Version A→B→C) (N = 62) or “decreasing”. (Version
C→B→A) order (n = 64).

3.1 Analysis 

We used Multilevel Structural Equation Modeling (MLSEM), where Level 1 
(within-subjects) represents the interactions with different tutor versions and 
Level 2 (between-subjects) represents the individual students. Level 1 variables 
are therefore those measured by the three version-related surveys, and Level 2
variables were those measured in the exit survey. Figure 2 summarizes the path 
analysis of the MLSEM model on both the within- and between-subjects level.

Data preparation. Univariate normality was assessed using skewness and kur-
tosis; all items fell within acceptable ranges (skewness ±2, kurtosis ±7; [11]) 
except for one item (awa1 of the IUIPC). This item was not removed from the 
dataset due to being part of a validated scale. To evaluate the necessity of a mul-
tilevel approach, we calculated the Intraclass Correlation Coefficients (ICCs) for 
all Level 1 items. The ICCs ranged from .22 to .50, indicating t hat a relevant
proportion of the total variance (22%50%) was at the between-subjects level.
These values exceed the common threshold of .05 or .10 for multilevel modeling
[12], confirming that MLSEM was required to account for the nested structure 
of the data. We additionally performed Multilevel Confirmatory F actor Analysis
(MCFA) to verify the construct validity of our measures.

Model Specification. The outcome variable in our model was ItU as our goal 
was to understand how (perceived) usefulness and privacy concerns influence 
students’ decision to use an ITS. Based on our hypotheses, PU, PEoU, and
PPR were modeled as predictors of ItU. Based on previous research [28], we also 
modeled PU as a mediator between PEoU and ItU. In terms of the between-
subjects variables, we expected the effect of ATI on ItU to be mediated by 
PU and PEoU. Similarly, the effect of IUIPC was expected to be mediated by
PRR. We used the R lavaan package [19] to perform our analysis. Because one 
item exceeded the skewness threshold, we used the Robust Maximum Likelihood 
(MLR) estimator in our MLSEM, which is robust to non-normality.

Qualitative Analysis. We analyzed answers to open-ended questions using an 
inductive thematic analysis approach [4]. The qualitative answers were analyzed 
by two of the authors. For Q1 and Q3 (i.e., what they liked/disliked about the 
tool, and if they intended to use it), the authors started coding 10% of the 
dataset. The two created codebooks were then compared, and the researchers 
agreed on the final code structure. Finally, the researchers independently coded
the full dataset, after which interrater reliability was calculated. Remaining dis-
agreements were solved through discussion.
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4 Results 

Factor Analysis. Construct validity was assessed via a two-level MCFA. On 
Level 1 (within-subjects level), all items exhibited significant loadings on their 
respective constructs (p  <  .001). On Level 2 (between-subjects level), the mea-
surement model for individual traits (ATI and IUIPC) was similarly supported. 
The factor loadings of IUIPC show that only the Collection subscale (items 710)
achieved acceptable factor loadings (¿.7). We thus decided to only include the
four Collection items in the final model.

Model Fit. The MLSEM yielded a good fit to the data (Robust CFI = .944; 
Robust TLI = .939; Robust RMSEA = .035). The SRMR was . 093 at the within-
subjects level and .171 at the between-subjects level.

Within-Subjects Paths (Level 1). At the within-subjects level, which cap-
tures different perceptions across tutor versions, PU was a strong and significant 
predictor of ItU (β = .75,  p  <  .001). Whereas the direct path from PEoU to ItU 
was not significant (β = .03,  p  = .738), PEoU demonstrated a significant influ-
ence on ItU indirectly by significantly predicting PU (β = .77, p < .001). The
path from PPR to ItU was not significant (p > .05), suggesting that perceptions
of privacy risk do not influence intention to use different ITS versions.

Between-Subjects Paths (Level 2). At the between-subjects level, which 
captures differences between individual students, the pattern for ItU remained 
consistent: PU strongly predicted ItU (β = .81,  p  <  .001), accounting for 72.6% 
of the variance in ItU (R2 = .726). Similar to the within-level results, trait-level 
PEoU significantly predicted trait-level PU (β = .43,  p  = .020). Also in line 
with the within-subjects model, PPR did not prove to be a significant predictor 
of ItU on the trait level either. Interestingly, the direct paths of technological
affinity (ATI) and data collection concerns (IUIPC Collection) did not reach
statistical significance (p > .05), suggesting that the immediate perceptions of
the tutor (PU and PEoU ) are more important drivers of adoption than personal
traits.

Fig. 2. Results of the MLSEM model on the within- and between-subjects level.
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Exploratory Analysis. To investigate (1) how PPR differed across tutor ver-
sions, and (2) whether the second-order groups demonstrated any unintended 
significant differences when rating Level 1 items we conducted ANOVAs with 
Version and Order as predictors. For PU, PEoU,  and  ItU, only the effect of 
Version proved to be significant, while in the case of PPR, both the effects o f
Version and Order were significant. The significant effect of Order was due to
the group starting with Tutor A demonstrating generally higher privacy con-
cerns towards all versions (see Fig. 1 in Supplementary Material). Our analysis 
also shows that participants of both groups clearly perceived an increasing pri-
vacy risk from Tutor A to C as intended with the prototype design.

Qualitative Results. All key results are summarized in detail in the online 
materials. The valence of the responses provided for Q1, i.e., what students 
liked/disliked, was slightly more often positive (n = 109) than negative (n = 
95), and often mixed (n = 127) due to the dual nature of the question. Another 
n = 47 were neutral or unclear responses. Tutor A received 31 positive responses, 
Tutor B received 38, and Tutor C received 40, which aligns with the questionnaire 
scores. This may be due to the availability of the chatbot, e.g., “The three tips 
[...] weren’t very helpful, while the LLM agent did provide some useful insight.”. 
The most commonly mentioned aspects that s tudents liked/disliked were the
educational features (n = 217) and the User Interface (UI) (n = 128), with
the former being mentioned more often in a positive light (66 positive and 87
mixed), while the UI was more often associated with negative responses (40
negative and 70 mixed). Other popular categories were the educational content
(n = 78), usefulness/functionality (n = 72) and understandability (n = 48).

Regarding Q2 (data types students think have been collected), most 
responses mentioned educational data, such as results and skills (n = 259), fol-
lowed by interaction data, such as clicks (n = 190), e.g., “It did not collect per-
sonal information, it only collected my understanding and reading of the provided 
graph.” (about Tutor C). All other data t ypes were mentioned less frequently:
personally identifiable data 33 times, contextual data (such as date, time, loca-
tion) 30 times, and personal characteristics (such as style of writing) 29 times.

Responses to Q3 show that students would be interested in using at least one 
of the tutor versions for their studies. The most frequently mentioned use case for 
the tutor was independent studying (N = 73), with many (N = 62) mentioning 
that they would only use it for specific subjects (mainly mathematics or s tatistics)
or exam preparation (N = 35). A lot of participants who answered negatively
did not provide additional explanation, but one common reply indicated low
expected effectiveness (N = 45) from the tool.

5 Discussion and Conclusion

Our study investigated how university students’ intention to use ITS differs 
based on the privacy-personalization trade-off when presented with multiple ITS 
versions. We found that even though students are clearly aware of the differences
between versions in terms of privacy risk, this does not predict their intention to
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use a specific version in the future, which aligns with a recent related study [20]. 
The main aspect influencing students’ intended adoption is how useful they 
perceive a specific version of the tool. We additionally found that perceived ease 
of use is a predictor of perceived usefulness, which is in line with other findings
from usability research [6,28]. Based on our findings, we conclude the following:

Perceived Usefulness is the Key to Motivate Students to Use AIED. 
Both our model and our qualitative results prove the importance of the tool’s 
effectiveness and the quality of the provided educational features. In contrast, 
data privacy was rarely mentioned as a deciding factor for future use. It is 
therefore important to mak e students aware of the educational benefits - while
still designing with privacy and other ethical aspects in mind - when the goal is
to motivate future adoption.

Transparent Privacy-Related Feedback and First-Hand Experience 
with an ITS support students’ awareness of the data collection implica-
tions of using its personalized educational features. Participants clearly associ-
ated a higher privacy risk with tutor versions that collected more data. When 
asking them to list the types of data they think the system has access to, most of 
them thought of those directly identifiable from the screen, suc h as educational
and interaction data. Whereas this is definitely a first step toward successful
user notice, the privacy-related feedback should ideally be complemented with
additional AI and digital literacy training.

Finally, the responsibility to ensure student privacy remains with 
AIED designers, even if student agency is supported by a system. We saw 
that user experience and learning benefits are enough for students to sacrifice 
their data privacy, ev en when they associate privacy risks with an ITS. AIED
designers should thus minimize the privacy-personalization trade-off.
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